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Many faces

Privacy issues

Hidden costs (battery, latency, data usage, quality of experience)

User perception

Research questions

RQ1 What are users’ perceptions regarding the overall impact of advertisements on their device
and their experience?

RQ2 Could knowledge of this overall impact serve as a lever to change user practices?
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Ad-blocking solutions

No protection (Baseline)
ADBlock+
Strict
Acceptable ads

ADGuard

Domain Category Subset

bleacherreport.com Sports S1
huffingtonpost.co.uk News S1
allocine.fr Entertainment S1,S2
leparisien.fr News S1
dailymail.co.uk News S1,S2
20minutes.fr News S1,S2
programme-tv.net Entertainment S1,S2
usatoday.com News S1
numerama.com Technology S1
autoexpress.co.uk Automotive S1
thesun.co.uk News S2,S3
rottentomatoes.com Entertainment S2,S3

Table: Website corpus used in the experiments.
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Quantifying the impact of advertisement on

smartphones
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Average load time (s)
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Figure: Overall, loading time without adblocker takes longer than loading the page with ADBlock+ (47.93%)
and ADGuard (56.38%).
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Battery duration when browsing
websites
Ad blockers preserve battery life
Up to one hour for ADGuard
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Privacy analysis
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Figure: With the adoption of ad blockers, the number of cookies is significantly reduced, but residual cookies
are still exchanged with servers located in many countries.
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Figure: With the adoption of ad blockers, the number of cookies is significantly reduced, but residual cookies
are still exchanged with servers located in many countries.
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Figure: Ad blockers also reduce the number of resources (e.g., tracking pixels) used for tracking.
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Figure: Without ad-blocker, users generally find navigation slower, more intrusive, more difficult to find
content, more prone to accidental clicks, and harder to stay focused on the content.
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Figure: Without ad-blocker, users generally find navigation slower, more intrusive, more difficult to find
content, more prone to accidental clicks, and harder to stay focused on the content.
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Figure: Without ad-blocker, users generally find navigation slower, more intrusive, more difficult to find
content, more prone to accidental clicks, and harder to stay focused on the content.
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Figure: Without ad-blocker, users generally find navigation slower, more intrusive, more difficult to find
content, more prone to accidental clicks, and harder to stay focused on the content.
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Figure: Without ad-blocker, users generally find navigation slower, more intrusive, more difficult to find
content, more prone to accidental clicks, and harder to stay focused on the content.
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Figure: Impact of raising awareness on the overall cost of online advertising.
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Figure: Ad filtering primarily impacts downloaded resources such as script and CSS/fonts/HTML.
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