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Context
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Cloud is used everywhere

Privacy

Terminals .
NETFLX @ <> %
v Services Cloud

B

Environment
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Cloud is not strictly needed (not always, at least)

-
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Cloud is not strictly needed (not always, at least)

e Vicinity (physical proximity)
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Cloud is not strictly needed (not always, at least)

e Vicinity (physical proximity)
e Applications
> Photos exchange
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Cloud is not strictly needed (not always, at least)

e Vicinity (physical proximity)
e Applications

> Photos exchange

> Video streaming
¢ Device-to-device (D2D) communications
> Security guarantees
> Privacy protection
> Environmental friendliness
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Current state
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L.Desauw, A.Luxey-Bitri, R.Raes, R.Rouvoy, O.Ruas, W.Rudametkin, A critical review of mobile
device-to-device communication, Sep. 2023. https://arxiv.org/abs/2309.11871
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D2D tech

Name Specification date Device Maximum Maximum Frequency
discovery*  distance ** data rate

Optical

Infrared (IrDA) 1994 [1] Manual Several meters 16 Mb/s 0.3-430 THz

QRCode-flashing — Manual Around a meter  23.6 kb/picture 440-790 THz

Wi-Fi

802.11 (legacy) 1997 [2] Automatic 100 m 1-2 Mb/s 2.4 GHz

802.11ax (Wi-Fi 6E) 2021 [3] Automatic 100 m 1.2 Gb/s 1-7.125 GHz

802.11ay 2021 [4] Automatic 10 m 100 Gb/s 60 GHz

Bluetooth

Bluetooth Core v1 1999 [5] Automatic 100 m 1 Mb/s 2.4 GHz

Bluetooth Core v5 2016 [6] Automatic 100 m 1-3 Mb/s [7] 2.4 GHz

RFID

NFC 2004 [8] Manual 20 cm 106-424 kb/s 13.56 MHz

Ultra-WideBand

uwB 2007 [9, 10] Automatic 200 m 27 Mb/s 3.1-10.6 GHz

8/19 -FLI- R.Raes, A.Luxey-Bitri, R.Rouvoy, D.Frey & F.Taiani

* Some channels require manual human supervision to be used, whereas some others automatically discover peers in the vicinity.
** The range of a radio signal depends on its frequency (which drives signal attenuation) and on the antenna’s power and type (directional or
omni-directional), not on its underlying standard [11]. The maximum distances presented here refer to typical user equipment.
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D2D frameworks
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D2D frameworks

e AirDrop
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D2D frameworks

e AirDrop
> Hidden implementation details
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D2D frameworks

e AirDrop

> Hidden implementation details
> Not compatible with devices outside of the Apple
ecosystem
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D2D frameworks

e AirDrop
> Hidden implementation details
> Not compatible with devices outside of the Apple

ecosystem
> Vulnerable to MiTM, DoS & privacy attacks [12]
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D2D frameworks

e AirDrop
> Hidden implementation details @
> Not compatible with devices outside of the Apple

ecosystem
> Vulnerable to MiTM, DoS & privacy attacks [12]

e Google Nearby Connections

®

Nearby by Google
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D2D frameworks

e AirDrop
> Hidden implementation details
> Not compatible with devices outside of the Apple
ecosystem
> Vulnerable to MiTM, DoS & privacy attacks [12]
e Google Nearby Connections
> Hidden implementation details
> Vulnerable to MiTM & network traffic redirection
attacks [13]

Nearby by Google
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Something missing in decentralized network configurations

L.Desauw, A.Luxey-Bitri, R.Raes, R.Rouvoy, O.Ruas, W.Rudametkin, A critical review of mobile
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Venice
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Venice framework

-
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Venice framework

e Set of abstractions
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Venice framework

e Set of abstractions
> Channels

Université
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Venice framework

e Set of abstractions
> Channels
— Bootstrap

Université
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Venice framework

e Set of abstractions
> Channels

— Bootstrap
— Data

Université
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Venice framework

e Set of abstractions
> Channels

— Bootstrap
— Data

> Schedulers

Université
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Different channel types

Table: Preferred communication type per channel

Physical channel
Chan. type QR Infrared RFID Bluetooth Wi-Fi

Bootstrap Vi U v ¥4 N
Data O K1) K [14] ¥4 V4|

[J: not implemented; KJ: possible; K: widely deployed.
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Communication process

_ ‘ (4) Authorise
connection

(5) Com-

municate

(3) Request

connection

(A) Discovery  (B) Connection (C) Comm.

Figure: Typical device-to-device connection process.
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Implementation
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https://github.com/Venice-D2D

Implementation

e Demonstrator application (Flutter)
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https://github.com/Venice-D2D

Implementation

e Demonstrator application (Flutter)
e Several implemented use-cases

15/19 -FLI- R.Raes, A.Luxey-Bitri, R.Rouvoy, D.Frey & F.Taiani &;W LLL U2|V|er:|te


https://github.com/Venice-D2D

Implementation

e Demonstrator application (Flutter)
e Several implemented use-cases
> Text & File transfer
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Implementation

e Demonstrator application (Flutter)
e Several implemented use-cases

> Text & File transfer
> Sound & Video streaming
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Implementation

315 ©

<  Copy/paste example
o (]
e Demonstrator application (Flutter) v -

Select bootstrap channel:

e Several implemented use-cases

> Text & File transfer
> Sound & Video streaming

QR code

BLE

Select data channels (at least one):

*Fear will always make you blind." -
Daft Punk, Todd Edwards

Send text
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Implementation

315 © 315 ©

<  Copy/paste example <  Copy/paste example
o (] o (]
° Demonstrator app||cat|on (Flutter) Copy text Paste text Copy text Paste text
. Select bootstrap channel: Select bootstrap channel
e Several implemented use-cases
. QR code ® QRcode
> Text & File transfer
BLE O BLE

> Sound & Video streaming

Select data channels (at least one): Select data channels (at least one):

*Fear will always make you blind." -
Daft Punk, Todd Edwards

Try to paste some text here!

Send text

Receive text
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Implementation

315 © 315 ©

<  Copy/paste example <  Copy/paste example
f ® o ®
° Demonstrator app||cat|on (Flutter) Copy text Paste text Copy text Paste text
e Several implemented use-cases
. QR code ® QRcode
> Text & File transfer
) . BLE O BLE
Sound & Video streaming
Select data channels (at least one): Select data channels (at least one):
e ANDROID: done / LINUX and 10S:
Wi-Fi (m) Wi-Fi (m)

on the way

*Fear will always make you blind." -
Daft Punk, Todd Edwards

Try to paste some text here!

Send text

Receive text
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Implementation

315 © 315 ©

<  Copy/paste example <  Copy/paste example
o ® o ®
° Demonstrator app||cat|on (Flutter) Copy text Paste text Copy text Paste text
e Several implemented use-cases
. QR code ® QRcode
> Text & File transfer
. . BLE O BLE
> Sound & Video streaming
Select data channels (at least one): Select data channels (at least one):
e ANDROID: done / LINUX and 10S:
Wi-Fi (m) Wi-Fi (m)
on the way
e Source code:

httpS : //glthub . COm/Venice—DQD *Fear will always make you blind." - Try to paste some text here!

Daft Punk, Todd Edwards

Send text

Receive text
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Conclusion
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What's next?
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What's next?

e Parallel channels
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What's next?

e Parallel channels

e Automatic channel selection
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What's next?

e Parallel channels
e Automatic channel selection

e Bandwidth optimization
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What's next?

Parallel channels

Automatic channel selection

Bandwidth optimization

High-level abstractions in kernel
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Decentralized network configurations

e Mobile Ad hoc Networks (MANETSs) [15]
e Delay-Tolerant Networks (DTNs) [16]
e Opportunistic Networks (OppNets) [17]
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Image credits
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e © SQLite, TimescaleDB & InfluxDB
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