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m Location data is heavy (500MB/day)
m Location data is sensitive

m Can be mined to extract Points of
Interest (POIs)

m Storage competitors exist: SQLite,
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m Competitors
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> Greycat

m Input data
> Synthetic data
» Accelerometer data
> CABSPOTTING dataset (GPS, San Francisco)
» PRrIVAMOV dataset (GPS, Lyon)
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Figure: Toy example of the PROMESSE LPPM in action.

COMPUTING > INTACT (3/6)



LOCAL PROTECTION AND ATTACK LAYERS

Protection: PROMESSE

m Implementation of the LPPM
m Execution time of a second

70,1005 & "‘“@10:05 g
G Jy GaumontOpérh % 5 Gaumont Opéra
3 2 Cocings » 2 Cocings
g Opér: S '® Opéra S
Opéra K Opéra &
o - 7 7
CINES. Point of interest | & cnes 10:06 )
s AP oF e AV ° ol
< 0
1006 ] @ -
10:07 °
10:0 > s
% > ¥
s ] 10h08. e, % 10:08
T, ) 8 l
) )
v % S & %
/S L3 2l

Figure: Toy example of the PROMESSE LPPM in action

COMPUTING > INTACT (3/6)

Attack: DIVIDE&STAY
m POI-ATTACK optimisation

m Execution time brought to the minute
m Accurate results

P(d < z)

0 22 50 100
distance (m)

Figure: Distances distribution of modelled to closest raw
POIs on CABSPOTTING.



COMPUTING

S+orage Compuﬁng
1. FLI 3. INTACT
2. FLInD

Terminals




S+orage
1. FLI
2. FLInD

Terminals

COMMUNICATION

Compuﬁng
3. INTACT

Communication

4. Survey
5. Venice



FILE EXCHANGE EXAMPLE COMMUNICATION > SURVEY (4/6)




FILE EXCHANGE EXAMPLE COMMUNICATION > SURVEY (4/6)

Internet

= N




FILE EXCHANGE EXAMPLE COMMUNICATION > SURVEY (4/6)

e

Internet

= N




FILE EXCHANGE EXAMPLE COMMUNICATION > SURVEY (4/6)

e

Internet




FILE EXCHANGE EXAMPLE COMMUNICATION > SURVEY (4/6)

= >

Device-to-device



D2D TECHNOLOGIES

m Many technologies

COMMUNICATION > SURVEY (4/6)

Name Specification Maximum Maximum
date distance data rate

Optical

Infrared (IrDA) 1994 Several meters 16 Mb/s

QR code-flashing - Around a meter 23.6 kb/picture

Wi-Fi

802.11 (legacy) 1997 100 m 1-2 Mb/s

802.11ax (Wi-Fi 6E) 2021 100 m 1.2 Gb/s

802.11ay 2021 om 100 Gb/s

Bluetooth

Bluetooth Core v1 1999 100 m 1Mb/s

Bluetooth Core v5 2016 100 m 1-3 Mb/s

RFID

NFC 2004 20cm 106-424 kb/s

Ultra-WideBand

uwB 2007 200 m 27 Mb/s




D2D TECHNOLOGIES

m Many technologies
m Widely deployed

COMMUNICATION > SURVEY (4/6)

Name Specification Maximum Maximum
date distance data rate

Optical

Infrared (IrDA) 1994 Several meters 16 Mb/s

QR code-flashing - Around a meter 23.6 kb/picture

Wi-Fi

802.11 (legacy) 1997 100 m 1-2 Mb/s

802.11ax (Wi-Fi 6E) 2021 100 m 1.2 Gb/s

802.11ay 2021 om 100 Gb/s

Bluetooth

Bluetooth Core v1 1999 100 m 1Mb/s

Bluetooth Core v5 2016 100 m 1-3 Mb/s

RFID

NFC 2004 20cm 106-424 kb/s

Ultra-WideBand

uwB 2007 200 m 27 Mb/s




D2D TECHNOLOGIES COMMUNICATION > SURVEY (4/6)

Name Specification Maximum Maximum
date distance data rate
Optical
Infrared (IrDA) 1994 Several meters 16 Mb/s
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device-to-device communication. DAIS 2025 - 25th International Conference on Distributed Applications and
Interoperable Systems, Jun 2025, Lille, France. (hal-04198528v2)
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i0S, Linux)

Rémy Raes, Adrien Luxey-Bitri, Romain Rouvoy, Davide Frey, Francois Taiani. Venice: eschewing the cloud by
leveraging local communication channels. ICT4S 2024 - International Conference on Information and
Communications Technology for Sustainability, Jun 2024, Stockholm, Sweden. (hal-04576743)
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m Demo application
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m Demo application
m Manual choice of channels

m Several use-cases:

> Text copy-pasting
> File exchange
> Video streaming

& File exchange example

>
Send file
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Select data channels (at least one)
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090 0
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m Third Party Libraries (TPLs) are fundamental
to build Android applications

m Many TPLs for the same feature...
m ..and biased ways to pick one




LIBRARY CHOICE CRITERIA ENERGY > SIMPLY THE BEST (6

Android Ad Network statistics and market share O m

Use the market share of Android Ad networks below to find the best and most popular Ad networks.
More information about these statistics

Ad networks  Social libraries  Development tools

Sort by: Installs, Apps Market share in: Overall, New, Top 500

cl AdMob AdMob AdMol? i.s one of the world'.s Iargest_mobile 40.97%of apps [N
advertising networks, offering solutions for 33.55% of installs
discovery, ...
H The IAB Open Measurement SDK (OM SDK o
|db- Open Measurement p ) i ( ) 9.55% of apps [ ]
TECH LAB offers common code and libraries for 18.56% of installs

facilitating third-party...

. Facebook Audience Network allows you to 12.38% of a
Facebook Audience Network = pps W
fCICEbOOI( monetize your Android apps with Facebook

16.86% of installs
ads.
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Rubén Saborido, Rémy Raes, Rodrigo Morales, Romain Rouvoy, Foutse Khomh & Yann-Gaél Guéhéneuc. Simply the
best - A systematic evaluation approach for third-party libraries based on mobile app quality attributes. Empirical
Software Engineering 31, 137 (2026). (10.1007/510664-026-10872-w)
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\Minimal apps

Rubén Saborido, Rémy Raes, Rodrigo Morales, Romain Rouvoy, Foutse Khomh & Yann-Gaél Guéhéneuc. Simply the
best - A systematic evaluation approach for third-party libraries based on mobile app quality attributes. Empirical
Software Engineering 31, 137 (2026). (10.1007/510664-026-10872-w)
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Rubén Saborido, Rémy Raes, Rodrigo Morales, Romain Rouvoy, Foutse Khomh & Yann-Gaél Guéhéneuc. Simply the
best - A systematic evaluation approach for third-party libraries based on mobile app quality attributes. Empirical
Software Engineering 31, 137 (2026). (10.1007/510664-026-10872-w)
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LIBRARIES TEST SAMPLE
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Table: Popular Android TPLs for popular TPL categories.

Name Version Provider Category
Admob 20.5.0 Google Advertising
Chartboost 9.1.0 Chartboost Advertising
Max 11.5.3 AppLovin Advertising
ACRA 5.9.7 ACRA Crash-reporting
Crashlytics 29.0.4 Google Crash-reporting
NewRelic 6.4 New Relic Crash-reporting
Amplitude 2.23.2 Amplitude Monitoring
Firebase 29.0.4 Google Monitoring
NewRelic 6.4.1 New Relic Monitoring
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Figure: Android library energy test bench.
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